
INFORMATION SECURITY
Data Protection with the Benefits of a Private Cloud

Viewpointe recognizes that security is a top priority for companies 
and enterprises seeking to improve information management and 
document processes across the enterprise. Our solution addresses 
that need by offering a highly secure hosted, managed service. 

Viewpointe has been providing secure data management in the 
cloud by employing a strict security approach, including physical, 
network, technology and policy-based measures. Biometric access 
controls, 24/7 site security and background checks for data center 
staff are integral to our data centers. We use a private Multiprotocol 
Label Switching (MPLS) telecommunications network and a 
comprehensive Data Loss Prevention (DLP) solution to help protect 
managed data in the cloud, mitigate the risk of potential security 
breaches and bring peace of mind to our growing customer base. 

By delivering our service via dedicated private MPLS connections, 
as well as leveraging dedicated firewalls and network segments 
with encryption and full monitoring services, we help ensure the 
security of data both in storage and in transit. Our solutions for 
encryption at rest and encryption in transit are designed to provide 
comprehensive protection of customer data. In addition, software 
maintenance is an integral part of our services that enable timely 
identification and resolution of potential vulnerabilities, while our 
DLP solution monitors access to customer content and production 
systems for extra protection. Our processes and policies are 
reviewed regularly and are enforced through training, certifications 
and auditing, overseen by dedicated security officers. 

We support a variety of Single Sign-On (SSO) authentication 
standards for information access. Viewpointe’s applications require 
customers to provide provisioning/authorization data on a regular 
basis, helping to ensure that information access is limited to only 
those who are currently authorized.

Because of the sensitive and critical nature of customer information, 
we provide high availability through redundancy, load balancing, 
replication and relocation, in a way that is transparent to the user. 
With a comprehensive disaster recovery process in place, and 
ongoing Business Continuity and Disaster Recovery (BC/DR) testing, 
Viewpointe’s solutions are ideal for any organization that identifies 
information as a business-critical resource.

Dedicated firewalls and network  
segments for each customer

Network intrusion detection  
and monitoring

Internal and external network  
vulnerability scanning

Encryption of all data in transit and at rest

Software patch and revision  
management procedures

Data Loss Prevention solution  
for support staff access

Privileged access monitoring  
and audit logging

Comprehensive policy-based  
security measures

Dedicated private MPLS network  
connections to customer data centers

FEATURES



VIEWPOINTE’S COMPREHENSIVE  
MULTI-LAYERED APPROACH TO  

SECURING CUSTOMER DATA IN A HIGHLY 
AVAILABLE DATA CENTER ENVIRONMENT

VALUE OF VIEWPOINTE

EXPERIENCE
With one of the most trusted and proven managed cloud archives in 
the United States, Viewpointe® has been a selected provider to many 
of the nations largest, most complex companies since 2000.

COMPREHENSIVE SOLUTION 
OnPointe is the unique combination of hardware, software 
and expertise that leverages best-in-class security, content 
management, retention management, archiving, analytics and 
eDiscovery technologies to harness information value.

SECURE CLOUD  
Customer data is securely stored and managed in our 
geographically dispersed, Tier 3+ IBM data centers to help  
ensure data protection and business continuity. Our services 
undergo an annual SOC-2 review.

CUSTOMIZED SERVICE 
Viewpointe Professional Services consultants work with you to 
create a solution that meets and grows with your needs, providing 
comprehensive professional services to enable continual system 
effectiveness, data integrity and rapid deployment.

COST MANAGEMENT  
With our consumption-based model and sophisticated information 
management and storage solution, Viewpointe helps you better 
predict and control costs.

DEDICATED SUPPORT
You have access to our information governance, system and 
infrastructure expertise to assist with system configuration, 
optimization and ongoing maintenance.
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When it comes to cloud, security experts 
will need to decide who they can trust and 
who they can’t. Companies should develop 
security guidelines for private and public 

cloud use and utilize a cloud decision 
model to apply rigor to cloud risks.

Gartner

“

PROCESS, PROCEDURE 
& GOVERNANCE

TECHNOLOGY-BASED 
SECURITY

NETWORK SECURITY

PHYSICAL SECURITY

https://www.viewpointe.com/our-services/content-services/onpointe/

